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Abstract

Pharmacovigilance relies on information gathered from the collection of
individual case safety reports and other pharmacoepidemiological data. Even
given the inherent limitations of spontaneous reports, the usefulness of this data
source can be improved with good data quality management. Although under-re-
porting cannot be remedied this way, the negative impact of incomplete reports,
which is another serious problem in pharmacovigilance, can be reduced.

Quality management consists of quality planning, quality control, quality
assurance and quality improvements.

The pharmacovigilance data processing cycle starts with data collection and, in
computerised systems, data entry; the next step is data storage and maintenance;
followed by data selection, retrieval and manipulation. The resulting data output is
analysed and assessed. Finally, conclusions are drawn and decisions made. The
increased knowledge feeds back into the data processing cycle.

Focussing on the first three steps of the data processing cycle, the different
quality dimensions associated with these steps are described in this review,
together with examples relevant to pharmacovigilance data.

Functioning, well documented, and transparent quality management systems
will benefit not only those involved in data collection, management and output

production, but, ultimately, also the pharmacovigilance end users, the patients.

In pharmacovigilance, making the right decisions
at the right time is critical. As in all risk assessment,
a judgement has to be made based on available
information. Whereas we have a good picture of a
medicine’s efficacy, based on carefully planned and
controlled clinical trials, our knowledge of the nega-
tive aspects of therapy is limited, particularly for
new drugs. Clinical trials give us some information,
but only the most commonly occurring adverse reac-
tions are likely to be known before a medicine is
released onto the market, often for use in patient
categories that differ from those included in the
trials.!!

The WHO definition of pharmacovigilance is
“the science and activities relating to the detection,

assessment, understanding and prevention of ad-
verse effects or any other possible problems related
to medicinal products”.?! In the early years, there
were no systems in place for the routine collection of
relevant data on all patients exposed to medicines,
therefore pharmacovigilance decisions had to rely
on post-marketing reporting of suspected adverse
drug reactions (ADRs). Data collected in this way in
most instances give no evidence of causality, nor
can such data be easily quantified to estimate the
level of the risk posed.’! Over the last decades,
complementary pharmacoepidemiological methods
have been introduced, allowing for hypothesis-test-
ing and incidence estimates. Prescription-event
monitoring systems and longitudinal healthcare in-
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formation database systems (registries) can be used
both for signal detection and follow up, albeit in
defined, relatively small populations. For the detec-
tion of new adverse reaction problems, particularly
those that occur rarely, post-marketing reports by
alert individuals remain a main source of informa-
tion.?!

Even given the limitations of this data source, the
value of reports of clinical concerns should not be
underestimated — after all, it is from such data col-
lected over the years that we have learned most of
what we know about the negative aspects of therapy
involving medicines./*l However, for any data to be
meaningful in terms of leading to better information,
increased knowledge, and sound decision making,
the whole process from collection to retrieval and
analysis must follow rigourous procedures to try to
ensure the highest possible quality of data, and of its
management, at every step in the process.

This paper gives an overview of data quality
management in pharmacovigilance for those readers
who are not primarily concerned with day-to-day
data management, but it also gives some practical
advice of interest to those who are in charge of the
design, implementation and maintenance of
database systems.

Data quality management is well described and
discussed in the information technology and quality
management literature.’1% The need for quality
management in pharmacovigilance and
pharmacoepidemiology has already been identi-
fied.l"""'1 This paper puts general quality issues
identified by other authors into a more detailed
pharmacovigilance context.

1. Data in the
Pharmacovigilance Process

Pharmacovigilance knowledge is built by the ac-
cumulation of individual case safety reports and
their subsequent analysis, together with the results
of further pharmacoepidemiological studies. In-
creased knowledge in turn influences reporting,
which leads to new data and better information.!'8!
Access to up-to-date and accurate information is
crucial — without it the process is slowed down, or at
worst, halted.
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As shown in figure 1, data processing can be seen

as a series of loops; linked together in a chain. It is a

cyclical process, with an input and an output side.

When data is transferred between systems, a new,

parallel cycle is started. Although much of the data

processing today is done with the help of computer-
ised database management systems (DBMSs), it
should be pointed out that the term ‘data processing’
for the purpose of this paper denotes the wider
concept of handling, analysing and interpreting facts
or information; the data provides the information
content, whether residing in a database or not.
Data processing in pharmacovigilance is com-
plex; the process involves many players, from dif-
ferent settings and with different interests. This
complexity is further accentuated on the internation-
al level. The steps of the data processing involve
people with different roles, who can be identified as:

e data producers, generating the data which starts
the processing cycle;

e data collectors, assembling original data and
turning it into structured information;

e data custodians, responsible for data storage, and
for maintenance and security of database sys-
tems;

e data output producers, selecting, retrieving and
manipulating data to create data outputs; and

e data consumers, utilising and analysing data out-
puts.

Selection,
retrieval and
manipulation

Storage and
maintenance

Data
processing

oata inpu,
“yno ee®

Analysis and
assessment

Collection and
data entry

Fig. 1. The data processing cycle.
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Table I gives an overview of the different steps in
the pharmacovigilance process, the players in-
volved, the data processing roles and the relevant
data processing issues. As can be seen in the table,
the overlap between these roles is often considera-
ble, not only within one organisation or group, but
also between these.

Whilst data analysis and interpretation are vital
steps, these are well described in standard textbooks
on pharmacoepidemiology!'”! and pharmacovigi-
lance,? and in the existing pharmacovigilance
literature.'*'* Therefore, this paper will focus on
the first three steps of the data processing cycle.

2. Quality Management Concepts
and Definitions

The aim of a quality management system is to
build quality into any product or process, through
planned and systematic actions. When set up and
managed properly, such a system provides confi-
dence that the result of a process (the product), or the
process itself, perform according to the defined
quality criteria.

The International Organization for Standardiza-

tion (ISO) 9000 identifies four fundamental parts of
a quality management system (see table II for defini-
tions of terms):[?%]
quality planning
quality control
quality assurance
quality improvement.
When a quality management system is designed
and implemented, the quality planning is the first
phase. To start with, the goals must be defined —
what are the quality criteria that must be met, and
how should they be achieved? Next, one needs to
determine the resource requirements, both in terms
of personnel and equipment; and decide what
processes should be set up and implemented in order
to achieve the objectives.

Quality control and quality assurance are two
distinctive, but related parts of the quality manage-
ment system. A quality control programme provides
the means to monitor and check the results of a
process, or the characteristics of a product, against
the preset requirements. The aim of the quality
control activities is goal fulfilment — does the prod-

© 2004 Adis Data Information BV. All rights reserved.

uct/process meet the quality criteria? — whereas
quality assurance aims at ensuring the actual effec-
tiveness of the quality control programme. This is
done through a continuing evaluation of the quality
control activities and results, and by the implemen-
tation of corrective measures where necessary.

The fourth cornerstone of quality management is
about striving for excellent quality by continuous
quality improvements. Most processes are not rigid
and unchangeable, but part of a dynamic system,
and the notion of a ‘steady state’, where the quality
of a process or product can be deemed perfect once
and for all, is rarely achievable. No matter how good
a quality control programme is, new and unantici-
pated problems cannot always be avoided, even in
the absence of apparent changes that might influ-
ence, for example, a production process. However,
with appropriate feed back, both effectiveness and
efficiency of the quality system can be improved.
This is achieved by ongoing critical appraisal and
the ability to learn from mistakes. Failure to do so
suggests complacency and arrogance, whereas qual-
ity improvements can lead to competitive advan-
tages.[?6]

An obvious reason for good quality management
is cost reduction: the extra costs involved in quality
control and quality assurance should be weighed
against the direct and indirect costs of not having an
adequate quality management system in place, e.g.
the cost of the recall, repair or rework of faulty
products as compared with a product that works
satisfactorily.

Another argument is the effect of poor quality on
trust — a flawed process or faulty product may result
in anything from irritation to a complete lack of
confidence in the process or product concerned,
sometimes compounded by perceived or real harm
caused.?'?%1 This in turn may lead to increased
costs. A company may have to pay compensation to
dissatisfied or injured customers, or launch expen-
sive promotion campaigns to regain lost trust; poor
quality of public sector services will lead to extra
costs for society as a whole, and so on.

Database systems or data warehouses store facts,
or information, which can be communicated and
lead to increased knowledge. Data retrieved from
databases form the basis for analyses, planning and
decisions in many critical areas of modern society.

Drug Safety 2004; 27 (12)
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Table I. The pharmacovigilance process — activities, players involved and type of data processing

The players Data processing role

Data processing issue

Diagnosis of a suspected adverse drug reaction

Prescribers, patients and other health professionals
involved in patient care

Data producer

Filling out a case report form or otherwise making a notification

Prescriber or other health professional Data producer/data

collector

Filing report locally (e.g. in hospital or in pharmaceutical company database)

Report originator or appointed pharmacovigilance
responsible person

Data collector/data
custodian
Sending report to a regional pharmacovigilance centre

Report originator or appointed pharmacovigilance
responsible person

Data collector

Sending report to a national pharmacovigilance centre

Report originator or appointed pharmacovigilance
responsible person

Data collector

Collecting and entering report into a national pharmacovigilance system

National pharmacovigilance centre Data collector/data

custodian

Collecting and entering report into a regional pharmacovigilance system

Regional pharmacovigilance body (e.g. European Medicines
Evaluation Agency [EMEA])

Data collector/data
custodian
Collecting and entering report in the WHO international database

Uppsala Monitoring Centre (UMC) Data collector/data

custodian

Screening of collected data

Pharmaceutical company, national pharmacovigilance
centre, regional body, UMC

Data output producer

Preliminary analysis of evidence

Pharmaceutical company, national pharmacovigilance centre,
regulatory authority, regional body, UMC

Data customer
Data output producer

Further studies

Data customer
Data output producer

Pharmaceutical company, national pharmacovigilance centre,
regulatory authority, regional body, UMC, academia

Analysis of evidence from study

Pharmaceutical company, national pharmacovigilance centre,
regulatory authority, regional body, UMC, academia

Data customer
Data output producer

Effectiveness-risk assessment
Pharmaceutical company, national pharmacovigilance centre, Data customer

regulatory authority, regional body, UMC, academia

Data analysis and interpretation

Collection and data entry

Collection and data entry
Data storage and maintenance

Transfer between systems

Transfer between systems

Data collection and entry
Data storage and maintenance

Data collection and entry
Data storage and maintenance

Data collection and entry
Data storage and maintenance

Transfer between systems
Data selection, retrieval and
manipulation

Transfer between systems
Data analysis and assessment
Data interpretation and conclusions

Transfer between systems
Data analysis and assessment
Data interpretation and conclusions

Transfer between systems
Data analysis and assessment
Data interpretation and conclusions

Transfer between systems
Data analysis and assessment
Data interpretation and conclusions

Continued next page
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Table I. Contd

The players

Data processing role Data processing issue

Changes in regulatory status
Regulatory authority and/or pharmaceutical company

Follow-up and impact studies based on new knowledge

Regulatory authority, pharmaceutical company,
regional body, UMC, academia

Individual benefit-harm assessment
Prescriber, patient

Data customer Transfer between systems

Data interpretation and conclusions

Data customer Transfer between systems
Data analysis and assessment

Data interpretation and conclusions

Data customer Data analysis and assessment

Data interpretation and conclusions

Poor quality data therefore may have wide ranging

impact, and may cause great harm to individuals and

societies. Furthermore, once a database system fails
to maintain good quality data, re-engineering is dif-
ficult and very costly.

The following three examples by English?"! il-
lustrate different effects relating to poor data quali-
ty:

e A manufacturing company considered scrapping
a $12 million data warehouse project due to
inconsistently defined product data and poor data
quality.

e A publishing company spent 4 years cleansing
customer records that were being sourced from
12 disparate systems.

e Analysis of medical records from an insurance
company’s data warehouse identified an unusual-
ly high incidence of ‘haemorrhoid’ diagnosis in
one particular region. It transpired that the re-
gion’s claims manager confessed that this diag-
nosis was internally used as a term to identify
claimants “that were a pain in the ass!”

Information technology is particularly affected
by changes. New software versions are released
frequently, offering better functionality; as a conse-
quence of an upgrade of software, a corresponding
upgrade in the hardware on which the software
applications run is often necessary.

Pharmacovigilance relies heavily on data, and
information technology solutions for storage and
retrieval of the data.l'”) The above arguments should
convince the reader of the necessity of good quality
management in this area.

3. Collection and Data Entry

Once a decision to report an ADR has been made,
the relevant data items need to be recorded. Even in
the information technology age this first step is still
often paper based — an ADR reporting form is filled
out with patient and reaction details, in pre-allocated
spaces. Such data recorded on a paper form is later
the basis for data entry into a computerised system,
where such a system exists. In a local setting, good
pharmacovigilance practices do not necessarily in-
clude computerisation; however, as larger amounts

Table Il. Concepts relating to quality management — International Organization for Standardization (ISO) definitions of terms

Quality

Quality management
Management system
Quality planning

Degree to which a set of characteristics fulfils requirements

Coordinated activities to direct and control an organisation with regard to quality

System to establish policy and objectives and to achieve those objectives

Part of quality management focused on setting quality objectives and specifying necessary operational

processes and resources to fulfil the quality objectives

Quality control
Quality assurance
Quality improvement
Effectiveness
Efficiency

Part of quality management focused on fulfilling quality requirements

Part of quality management focused on providing confidence that quality requirements will be fulfilled
Part of quality management focused on increasing the ability to fulfil quality requirements

Extent to which planned activities are realised and planned results achieved

Relationship between result achieved and resources used
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of data are accumulated the analysis becomes in-
creasingly difficult. In most countries, and certainly
on the international level, computer-based
pharmacovigilance is essential.l'?]

Data collection and capture in a database man-
agement system involve creation, update and trans-
formation of information. The implications of these
processes on data quality will be discussed under the
following headings:

e the data model
o the data entry process
e the data values.

3.1 The Data Model

The data model is a fundamental part of the
design of a database system. It is a conceptual view
of the structure and organisation of a database sys-
tem, showing the tables, their content, and how they
are linked. Quality dimensions of the data model
discussed below relate to its scope, consistency, and
level of detail.

3.1.1 Scope

First of all, the data model must be relevant for its
purpose, as defined by domain and user needs. Sec-
ondly, the data model must be comprehensive, i.e.
able to cater for current needs in terms of what
information can be recorded, but should exclude
excessive or redundant information. Ideally, it
should also be realistic in terms of accessibility of
the information to be captured. However, as regards
the latter, there needs to be a degree of flexibility to
accommodate anticipated future changes, so that
frequent redesigns and the ensuing costly and time-
consuming data conversion can be avoided. The
ability to accommodate changes in a database with-
out having to change the data model is a sign of
robustness.

This was the reasoning behind the comprehen-
sive listing of data items included in the report of the
CIOMS Ia working group, convened to discuss
which data fields could be considered for interna-
tional exchange of individual case safety reports./?8!
The subsequently developed International Confer-
ence on Harmonization (ICH) E2b guidelines are
almost identical as to their coverage of data
fields.!””! Due to the penetration of the ICH recom-
mendations, not only in the countries that are direct-
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ly involved in the ICH process (EU members, Japan,
and the US), it is likely that more and more
pharmacovigilance databases, when designed, will
be based on the ICH fields.

It would, however, be a mistake to think that
databases moulded on this ‘ideal’ data set will often,
if ever, be completely populated with information
(see also section 3.3.2). Surveys of the completeness
of information in the WHO adverse reactions
database (Vigibase) have shown that even key fields
are often not filled in.[! These include medication
and ADR onset dates, indication for treatment and
patient outcome.

3.1.2 Consistency

The consistency of a data model refers both to its
contents and the nomenclature used. A data model
must be clear, with well defined concepts. Overlap-
ping or otherwise ambiguous data fields must be
avoided. This is important both for data entry and
retrieval. Data fields for identical or related concepts
should be named consistently throughout a database.
For example, the concepts ‘date recorded’” or ‘date
changed’ commonly occur as data fields in several
tables in a database; the same applies to concepts
such as ‘medicinal product’ or ‘gender’, for which
there are other possible designations (e.g. ‘drug’ and
‘sex’, respectively) — one should be chosen and all
instances of this concept in the data model should
have the same designation. Also, subordinate con-
cepts should be labelled consistently with their par-
ent concepts. Thus, an ‘organisation’ table should
not contain the data fields ‘company name’ and
‘company address’ — but ‘organisation name’ and
‘organisation address’.

3.1.3 Level of Detail

The requirements of a particular domain should
decide the level of detail allowed for in a data model.
For instance, a database system for recording and
forecasting weather in a country with a temperate
climate will need many different values for ‘snow’
attributes, whereas a corresponding data model in a
tropical country very reasonably need only include
one ‘snow’ attribute, if at all.

When defining data fields, one must avoid aggre-
gated information in one field. For instance, dosage
information like “200mg daily’ should NOT be re-
corded in one field, since it contains three different

Drug Safety 2004; 27 (12)
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attributes, with a different set of permissible values
for each. The aggregation, when needed, can easily
be made at the output level.

A method for achieving flexible levels of granu-
larity (the degree to which an attribute can be de-
scribed) is to use hierarchical classifications.['?] A
single data field can be used to capture information
to the level of precision available. By linking the
recorded data to the corresponding classification,
the data can be aggregated and analysed at different
levels of precision. In pharmacovigilance such clas-
sifications are used i.e. for the recording of medical
and medicinal product information. For instance, the
WHO Drug Dictionary®¥ allows for many levels of
precision:

e Anatomic, Therapeutic, Chemical (ATC) classi-
fication level, denoting the main indication for
which a medicinal product is used; the ATC is in
itself a hierarchy, with five levels;

e ingredient/combination of ingredients level;

e pharmaceutical product level (combination of in-
gredients/form/strength); and

e medicinal product level (referring to the named
product marketed and sold in a particular coun-
try).

Similarly, medical classifications such as the
WHO Adverse Reaction Terminology (WHO-
ART), International Classification of Diseases
(ICD) and the Medical Dictionary for Regulatory
Activities (MedDRA)B!-331 allow for groupings and
aggregation of data on different levels, from broad
system-organ classes to individual signs and symp-
toms.

3.2 The Data Entry Process

Data entry is the process by which data is cap-
tured by a computerised system, e.g. a database.
Data entry can be done manually: a person types
characters on a keyboard directly into data fields in a
database table; or by an automated procedure by
which a set of already computerised data is entered
into the appropriate data fields. The quality of data
entry can be measured by the degree to which the
recorded data is representative of the original infor-
mation, when retrieved and presented as data output.
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3.2.1 Data Entry Through a User Interface

The more user friendly a data recording interface
is, the more likely it is that high quality can be
achieved as a result of the data entry process. An
interface is a computer application that presents the
data fields, usually in a form view, together with
menus, toolbars, field labels and guiding text/in-
structions for the user. Characters typed by the user
are transferred into the data field in the database
table to which the interface is linked.

To optimise data entry, it is essential to have user
input into the design of a data entry interface, since
the layout of the interface, and its functionality,
influence the accuracy and speed with which data
can be entered. For example, if the end user prefers
to use the keyboard instead of the mouse (an inclina-
tion often ignored by our colleague computer pro-
grammers), the interface must allow for keyboard
shortcuts to move around the screen and to execute
commands. Problems with bad layout can range
from the use of a colour that irritates the user, or a
cluttered screen which is not user friendly, to incor-
rect entries being caused e.g. by confusingly or
wrongly labelled data fields.

The data quality is also influenced by the degree
of judgement which the user has to apply when
recording the information. A typist can be perfectly
adequate for transferring exact copies of values from
a form onto a computer, whereas this might not be
the case when the data entry requires transformation
of the original information. In this instance, the
quality of the recorded information is directly relat-
ed to the qualifications and skills of the person who
enters the data. For example, the translation of a
diagnosis, written in free text, to a relevant adverse
reaction term or a set of terms, chosen from a
controlled vocabulary or a classification linked to
the data field, should be done by a person with
adequate medical training. The use of so-called
auto-encoders has become more widespread in re-
cent years. Although these may facilitate data entry,
by highlighting acceptable values in free text, and
presenting suggestions for terms based on e.g. lexi-
cal or medical equivalence, it must be stressed that
they do require human judgement in their applica-
tion. An example is an auto-encoder identifying
medical terms from a case history; the conditions
leading to treatment would be identified along with

Drug Safety 2004; 27 (12)
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the adverse reaction descriptors as valid terms in the
medical classification used. The user must decide
where these different types of information should go
in the database.

3.2.2 Batch Data Eniry

When a set of data is entered without direct
human-computer interaction there is no need for a
data entry interface. On the other hand, much
thought has to be given to setting up a process which
delivers the right result without human intervention.
This process must, like data entry using an interface,
involve procedures for checking the data values
entered. This is relatively straight-forward provided
that no transformation requiring human judgement
is needed. When this is the case, the data entry
process must include a stage at which human inter-
vention takes place, so that data can be checked and
edited, or entered manually.

3.3 Data Values

The quality of data recorded can to a large extent
be improved by appropriate validity and coherence
checks. An interface application allows for checks
to be made at the point of data entry. These checks
are executed through programming code in the inter-
face.

A database usually resides on a server which is
separate from the computer running the interface.
Recent versions of DBMSs allow checks to be run
from within the database itself. By storing program-
ming logic in the server database, network traffic is
minimised, and speed increased. In addition, the
integrity of the database can be protected by state-
ments that are run whenever a user attempts to
modify data in a table. Such functions built in to the
database can prevent erroneous, inconsistent or
unauthorised data changes, and not only be executed
when data is accessed through a programmed user
interface.

It is for the above reasons recommended to move
programming logic relating to the quality of the data
from the interface application to the database,
whereas the design of the data entry interface should
concentrate on the quality of the data entry process.
The argument is the same for batch data entry.

© 2004 Adis Data Information BV. All rights reserved.

3.3.1 Accuracy

The accuracy of data values can be divided into
syntactic and semantic accuracy. Misspellings or
alternative spellings/representations of data values
are examples of syntactic inaccuracy; although a
data value may be correct in the sense that it con-
forms to a true value, as given in the data source, it
may give rise to inaccurate, or not intended, comput-
er interpretation if it is not a permissible value
according to the specification for the domain. Se-
mantic inaccuracy, on the other hand, occurs when a
permissible value has been recorded, but which in
this case does not correctly represent the informa-
tion given in the data source.

A human can see that ‘benzodiazepines’,
‘benzodiazepine’ and ‘BZDs’ mean the same thing,
but if ‘benzodiazepine’ is the only permissible
value, the other two variants are examples of syntac-
tic inaccuracies. Thus, if the assumption is made that
all benzodiazepine reports are recorded as
‘benzodiazepine’, a count of the number of such
reports would not yield the correct result, since not
all existing reports would be included. Similarly, a
duplicate check on adverse reaction reports would
not recognise two reports as being identical if the
format used for report identity numbering has
changed from ‘000000123’ to “123’.

Syntactic accuracy can be obtained using con-
trolled vocabularies: entered values are compared
and checked against reference dictionaries (lists of
permissible data values). These lists can be incorpo-
rated into a database system as lexicon tables, con-
taining only predefined, allowed values, expressed
as formatted text or codes. When linked to a field in
a database table, the lexicon table ensures that a
value entered in that field matches an existing value
in the lexicon table. An associated look-up function
facilitates data entry, in that the user can select the
value from e.g. a drop-down box on a data entry
screen, rather than typing in the text.

There is, however, also a danger in limiting the
choice to predetermined values. Unless one is abso-
lutely sure that all possible useful values have been
identified when the lexicon table is created, it should
always contain an additional value ‘other’. The di-
rect use of this value is to indicate that another value
than any of those listed would have been chosen,
had it been included. This can be an important
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pointer to an omission made in the lexicon table. A
suggestion is to include a prompt in the data entry
procedure for the user to add information in a sepa-
rate text field whenever the choice ‘other’ has been
made. The entries made into this extra field can then
be analysed regularly to identify new values that are
entered frequently. These can be added to the lexi-
con table, making it more comprehensive.

Classifications are helpful, not only in allowing
variable granularity (as described above in section
3.1), but also in achieving syntactic accuracy. Un-
like lexicon tables, which are linked to one data
field, a classification may be linked to one or many
fields. For instance, by selecting an ID number for a
particular medicinal product, all corresponding in-
formation such as active ingredients, product name,
marketing authorisation holder etc, can be filled in
automatically into separate fields in an individual
case safety report. (This is useful not only for data
accuracy, but also for data entry speed.)

An additional advantage of controlled vocabu-
laries is that they allow for language independence
of both data entry and presentation. If the data in a
field is stored in form of a code value, corresponding
text values can be displayed in different languages
from linked lexicon tables or classifications.

Something to consider, whenever controlled vo-
cabularies are used, is the addition of a correspond-
ing free text field to capture the whole information.
This was out of the question in the early days of
computerisation; now hard disk space is not a big
issue. However, one should be aware that the analy-
sis of free text fields is problematic since it is not
amenable to counting, nor readily aggregated. This
is supported by recent experience from exchange of
individual case safety reports (ICSRs) in the ICH
E2b format, which has made it clear that there is a
need for controlled vocabularies for a number of
ICH E2b data fields, where today free text is al-
lowed.

In contrast to syntactic accuracy, semantic accu-
racy cannot readily be audited. However, if the same
data instance is recorded in several data sources, a
check can be made comparing the data values in the
different sources. Here, a warning is in its place:
when doing these comparisons one must remember
that concordance does not necessarily equal cor-
rectness. This is particularly true if the data value is

© 2004 Adis Data Information BV. All rights reserved.

the result of an assessment made, rather than an
objectively measurable fact.

3.3.2 Completeness

A major problem in pharmacovigilance is the
level of under-reporting, which has been suggested
as being as high as 95%.534371 1t follows that the
information which is captured in a reporting system
only represents a minority of the adverse events
actually occurring. The effects of under-reporting
and how it could be remedied, although a critical
issue to pharmacovigilance as a whole, are however
outside the scope of this paper, the purpose of which
is to describe the management of available data,
whatever its shortcomings.

Apart from under-reporting, lack of complete-
ness of received reports is a prevailing problem in
pharmacovigilance. The impact of this can to some
extent be reduced by good data quality management
practices. These include routine production of statis-
tics on data content and feed-back to those providing
the data; problems with incomplete reports can be
addressed, and sometimes solved, if the completion
of key data items and changes over time are moni-
tored regularly.

In a database system, as new data are entered, it is
recommended that a ‘marker’ of completeness is
generated. As an example, the WHO database in-
cludes a field ‘documentation grading’ which scores
each adverse reaction report according to a pre-
defined algorithm based on the completeness of
information in key data fields. The documentation
grading is used to identify problems of missing data
in reports received from national pharmacovigilance
centres. When investigating why there was a sudden
change in the overall documentation grading scores
from one country it was revealed that the ‘indica-
tion’ field was left empty. This was due to a change
in the national database system, which had not been
reflected in the data export files to the WHO
database. The situation was quickly remedied.

When assessing completeness, one must differ-
entiate between mandatory and optional data fields.
For mandatory fields a value must be recorded. The
permissible values must exclude ‘unknown’ or ‘not
applicable’. For optional data fields, on the other
hand, these values are not only permissible, but
should always be included as a possible choice.
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Otherwise, when confronted with a blank field, it is
impossible to know if the information was not avail-
able, not relevant in this particular case, or simply
not filled in. If it is immediately clear that a certain
piece of information is not available, a time consum-
ing and fruitless inquiry to the data provider can be
saved. On the other hand, such an investigation
could be time well spent if there is an obvious
likelihood that the information might be available
from the original source, although not submitted.

Much of the problem of interpreting missing data
could be avoided if database systems are designed in
a way that eliminates the possibility of leaving op-
tional fields blank. The database solution, however,
postulates that the appropriate information is availa-
ble from the data source used. This is unfortunately
not often the case in pharmacovigilance, where
much of the original information comes from manu-
ally filled in paper forms. Therefore, more pragmat-
ic solutions are necessary, in which data is not
rejected simply because a certain field is not filled
in. It is still important, though, to always include
‘unknown’ and ‘not applicable’ as possible choices
in optional fields, so that this information, when
available, is not lost.

3.3.3 Consistency

Data inconsistencies occur when values in two or
more data fields are in conflict. By introducing
logical rules, many of these inconsistencies can be
avoided. Examples in a pharmacovigilance database
include date fields related to the start and stop of
medicine treatment, or the adverse reaction. A logi-
cal constraint should be introduced which only al-
lows a ‘stop’ date if it succeeds the corresponding
‘start’ date. Another example is a field ‘duration of
pregnancy’ which is applicable only to females, and,
in addition, only to a subset of pregnant females. A
constraint could be introduced, only allowing a nu-
merical value in the ‘duration of pregnancy’ field if:
(i) the field ‘gender’ equals ‘female’; and (ii) the
field ‘pregnant’ equals ‘yes’.

3.3.4 Currency

Data currency (the ‘age’ of a data value) is of
particular importance for those data fields that in-
volve information that may change over time. A
measure of data currency can be made if each re-
cord, when entered, is assigned a ‘time-stamp’. An-
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other aspect of data currency, which is relevant to
pharmacovigilance, involves medical terminologies
and drug classifications, which are regularly updat-
ed. Whenever a code value is recorded from any of
these types of sources, a corresponding field ‘source
version’ should be filled in, to avoid possibly incor-
rect translations from codes to text which could
occur if the wrong version of the source is used for
reference.

4. Data Storage and Maintenance

Once data has been entered into a database, using
appropriate quality control and quality assurance
measures, this could be assumed to be a static sys-
tem, in which nothing can change. However, main-
taining the quality of data that has been stored poses
its own challenges. In the first place, one must
secure the data against partial, or complete loss.
Secondly, the integrity of the data must be protected.

4.1 Protection Against Data Loss

There are many stories about data lost through
accidents, thefts, or carelessness. In an instant the
results of years of work can be wiped out, unless
copies have been made, and stored elsewhere.
Therefore at the quality planning stage it is impor-
tant to make sure that the database system is protect-
ed against data loss.

In addition to protecting the data itself, the pro-
gramme code and instructions and documentation
must also be protected against loss. The frequency
with which back-ups are made should be determined
by the rate of change of the information concerned.
A data back-up might be needed on a daily basis, or
more frequently, whereas programme code and doc-
uments need only be backed-up once, until a change
is made. Data back-ups are often separated into
complete, and incremental, back-ups. First, a com-
plete back-up is made, then, for a time, incremental
back-ups including only added or changed data are
made, until a new complete back-up is made. The
advantage of incremental back-ups is that they take
less time, but that has to be weighed against the risk
of not having specified the back-up correctly to
include all modifications.

Back-ups should be stored on secure media (need
one say that it is no point in making a back-up, if one
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is later to find that the information cannot be re-
trieved?); in a separate location from the original;
and in a place that is reasonably protected against
fire and theft.

4.2 Protection of Data Integrity

An important function of a database manager is
to see to that a database is protected against intrusion
by outsiders. Skilled hackers can get into almost any
system, so there is no absolute protection against
this kind of theft or data manipulation, but a so-
called firewall is a cost-effective investment to
avoid such violations.?8! A firewall can be seen as
an impenetrable wall, in which openings are made
that only allow for traffic in one direction, from
inside-out (the same function as a one-way valve). It
is possible to make openings which allow two-way
traffic, but only from a predefined address (a com-
puter IP number) to a predefined address inside the
firewall.

Another security aspect relates to internal access
to data in a multi-user environment. Although
database management systems have built in pass-
word protection features, these are not always acti-
vated, or applied optimally. Passwords should be set
for the database as a whole, with specified table
rights and field rights to provide different levels of
access privileges for different users in a group. For
instance, passwords can be used to allow a particular
user to view data but not change it; another user may
update a record, but not delete it.

5. Data Selection, Retrieval
and Manipulation

The production of useful data output involves the
transformation of raw data into a refined representa-
tion, which should remain truthful to the source of
information, and be appropriate for analysis. When
the data resides in a DBMS, the process includes the
definition and selection of a subset of the total
database and the retrieval of this data. This is usually
followed by additional aggregation, the production
of summary reports, and other manipulations needed
to produce the desired output. Achieving this re-
quires detailed knowledge of the characteristics of
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the data set, and a thorough understanding of the
strengths and weaknesses of the recorded informa-
tion.

The common technique for selection, retrieval
and aggregation of data in a database involves the
use of so-called ‘query languages’. Query com-
mands can be executed by direct access to the appro-
priate tables, or through specially designed search
interfaces. The former method gives full flexibility,
but requires advanced computer skills. Search inter-
faces, on the other hand, offer search capacities to
less experienced data customers, but usually with a
limited freedom. Whichever method is used, the
result must always be examined with prudence,
since mistakes in the definition and execution of
database queries are not always immediately appar-
ent.

For example, a search linking two tables which
contain different kinds of patient information, with a
common field ‘patient ID’ as the link field, will
exclude patient records from table A for which there
is no corresponding ‘patient ID’ in table B, unless
the search specifies an inclusive link.

In recent years, automated methods for screening
of pharmacovigilance data have been developed,
using data mining techniques together with statisti-
cal measures for the identification of disproportion-
ate reporting frequencies.l*-*3! These methods have
been shown to be useful in signal detection, in that
they provide added value as compared with standard
data outputs.!**! With these methods, there is always
a risk of aimless searching for dependencies and
patterns until ‘something interesting’ is found
(‘data-dredging’).['3! By using predefined algo-
rithms, and critical appraisal, this risk can be re-
duced. However, as described by Orre!*! the relative
complexity of data mining techniques warrant cau-
tion, to avoid mis- or over-interpretation of results,
e.g. making causal attributions based on statistical
correlations in a data set.

The quality of data output can be judged by its
relevance for its purpose, its accuracy, precision,
completeness and timeliness. The first three are in-
fluenced by the data extraction method; the latter
also by the data itself (the data currency).
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5.1 Relevance

The relevance of data output is determined by its
ability to provide adequate information to address a
particular problem. In the definition of the output, it
is essential to consider not only what data items to
include, but also the appropriate level of specificity.
A selection that is too narrow might not provide the
full picture of the issue in question, and can there-
fore be misleading, even though the information
included is correct.

A solution is to assemble data outputs at different
levels of specificity. This allows for both the broader
overview, as well as an in-depth analysis. Such
aggregation of pharmacovigilance data is supported
by hierarchical classifications for medical terms and
products, although the proper use of these require
intimate knowledge of their structure and content.[*!

5.2 Accuracy

Accuracy refers to the degree to which the data
output correctly represents the source information.
When information is derived from a database, the
accuracy of data output should be measured, and
checked, against the actual database content — this is
imperative. If the data extraction is made through a
search interface, the user can rely on accuracy of the
result, but this presumes that the appropriate testing
and validation has been made before the implemen-
tation of the search application/software. If ad hoc
querying is used, it is wise to produce, and test, a set
of standard query scripts that can be combined, and
edited. For instance, the likelihood of achieving a
correct result is higher if one only has to exchange a
medical term for another in an otherwise identical
search script, rather than rewriting the whole script.

5.3 Precision

Precision is related to, but not synonymous with
accuracy. Lack of precision can be a problem with
any data, whereas in data outputs, the problem is
often the reverse; the presented output displays a
level of precision with cannot be supported by the
data. This can lead to misinterpretations and must be
avoided. A simple rule for numerical output is to not
include more decimals in the result than that of any
of the ingoing values. Particularly when contrasting
values with an inherent uncertainty there is an ap-
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parent risk of over-interpretation of a small differ-
ence between values if the variance is not taken into
account.

5.4 Completeness

A data output is complete if it includes all the
data items and data values that have been defined in
the selection. Like accuracy, it should be checked
against the data source from which it was retrieved.
In this context, a distinction must be made between
missing data due to data being missed in the search
or lost in the processing; and non-existing data. For
example, a cross-table showing number of reports
for drugs and adverse reactions, listing all drugs on
one axis and all reactions on the other, will show a
blank, or zero, for the majority of drug-ADR combi-
nations, since there simply are no reports stored for
most of them.

5.5 Timeliness

The timeliness of data output relates to it contain-
ing up to date information, and being available on
time. Both are critical quality aspects in
pharmacovigilance. Some delays are outside the
control of data custodians and data producers, but
time efficient data processing is certainly not.

6. Discussion and Conclusions

There are a number of data quality dimensions
involving data processing and its results. The main-
tenance of good quality must be upheld throughout
the processing cycle, and in the computerised sys-
tems employed as supporting platforms. Although a
truism, the statement ‘no chain is stronger than its
weakest link’ is clearly valid. A problem at one level
may not only be perpetuated, but exacerbated, at a
later stage. For instance, if there is duplication of
information at the input side, so that three individual
case safety reports will be stored and counted as six,
the latter figure might trigger a signal based on a
quantitative threshold, whereas the correct figure of
three might not. If not corrected in time, this could
lead to flawed decision making and unnecessary
alerts.

A major problem for pharmacovigilance, and a
criticism of spontaneous reporting schemes, is that
there is considerable under-reporting. Although the
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level of under-reporting may be relatively low for
serious events and for events that are specific for
certain medicines, it would obviously be much bet-
ter if the situation could be improved. With targeted,
and repeated, education efforts, the resulting greater
awareness by the public, patients, and doctors and
other health professions would aid this aim. It has
been shown that good feedback to doctors is very
important in encouraging reporting.*”] There is a
link between high reporting rates per capita, and the
effort which has been put into feedback with useful
information on the case in question; and an active
education and publication policy.!7->"

Given the resources required for improving the
quantity, and quality, of reports, it seems likely that,
for the foreseeable future, pharmacovigilance also
will have to contend with both incomplete reporting
and heterogeneous data. With a good awareness of
its deficiencies, such data, nevertheless, when
analysed and weighed carefully provides essential
information, and can point the way ahead for further
studies that may clarify the situation.

Although most countries have regulatory require-
ments in place determining who can or must report,
what should be reported and when, the quality man-
agement of the data actually received is to a large
extent left to those in charge of the database systems
where this information is normally stored. Even if
database systems are of high quality in respect to the
data, this does not mean that the whole
pharmacovigilance process, in which the data is
merely one component, has been subject to critical
appraisal and optimisation. With an increasing ex-
change of data, on the national and international
level, one must also consider the implications of
transfer between systems for data quality.

The risks of erroneous and misinterpreted data
can be reduced, if not fully avoided. The introduc-
tion of the concept of ‘good pharmacovigilance
practice’ is a step on the way to achieve higher
quality of the pharmacovigilance process in the
broader sense.’!l Another encouraging sign is that
conferences on the topic of data quality in the
broader pharmaceutical area have emerged in recent
years, which should enable information exchange
and possibilities to learn from each other’s exper-
iences.

© 2004 Adis Data Information BV. All rights reserved.

To further improve the situation, the implementa-
tion of data quality management practices in
pharmacovigilance needs to be put high on the agen-
da. The aim should be to have transparent, well
documented and functioning quality systems in
place. In this instance, it should be said that the
author, regrettably, is fully aware that the system she
is most familiar with does not yet live up to the
standards put forward in this paper.

Together with close collaboration between all
those involved in data management and analysis,
good data quality management practices will direct-
ly benefit the custodians of pharmacovigilance data,
and those who analyse it and base their decisions on
the information (the data customers). However, this
is not an endpoint in itself — all of those involved in
pharmacovigilance should have the ultimate benefi-
ciaries of our work in mind — the patients who are
taking the medicines. They are the ones who are
harmed if we do not do our job properly.
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